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The Challenge

More e-services, higher level of digitalization

means 

higher security needs for web applications



The Challenge

How to protect web applications in the context of Enterprise 
Architecture and Enterprise Security Architecture?



Goal and Deliverables (1)

1.Create a simplistic descriptive guidance (framework):

• Applying SABSA methodology 

• Containing top-down architectural layers/views

• To identify technical security requirements for developing web 
applications



Goal and Deliverables (2)

2. Create a separate tool/checklist which: 

• Lists all technical security requirements for web applications

• Helps to select security requirements considering the business value 
of the information processed by the application



Methodology: SABSA + ASVS

• SABSA as the security architecture 
methodology
• OWASP ASVS (Application Security 

Verification Standard) as the 
methodology of technical 
requirements for web apps
• Customized for Uganda 

eGovernment



Contextual Architecture

• What? Why? How? Who? Where? When?
• Risk Assessment



Contextual Architecture

• Business attributes of web applications



Conceptual Architecture
• Security attributes of the web application



Logical security architecture



Chain of Traceability



Physical security architecture



Component security architecture

• Additional external resources of:
• Technical guides
• Standards
• Cheat sheets
• Best practices



Service management security architecture



Comments and 
questions?



Follow us: egovacademy

Thank You!


